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Pulsedive Dashboard in SOC mode with events and news stream

Address key questions like: 

 � How can we maximize the time and talents of the team 
for high-value research, analysis, and response?

 � What current threats are impacting our organization? 

 � How can we collect and curate a single source of 
knowledge – for both internal and external intelligence?

 � How can we safely disseminate intelligence across our 
organization and with trusted partners?

 � What information do we need to facilitate decision-
making and create priorities to protect and prevent 
attacks?

Threat Intelligence Platform (TIP)
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INTEGRATE
Seamlessly integrate and 

export data for further 
analysis, enrichment, 

collaboration, and blocking

How Teams Use Pulsedive Enterprise

CURATE

Create and maintain a 
curated repository of 

automated and human-
enriched indicators, 

threats, and data sources

QUERY

Flexibly query across the 
entire dataset to uncover 
patterns and correlations

IMPORT

Easily ingest and de-dupe 
new data in a centralized 
database for evaluation 

and tracking
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Example Enterprise Integration

Threat Intelligence Platform

Alert, Enrich

Scan, Enrich

Import & De-dupe

Scan & Enrich

Bulk Submit, Scan, Update, 
Export, Configure

SOAR SIEM EDR / EPP 

API

GUI

Alert, Enrich

Bulk Export

Block

Bulk Export

Data Import

Custom, paid, or free feeds 
and integrations
(obtained by client)

APICSV STIX

Export

Configurable data export 
options and filters

JSONCSV STIX

Reports

External Sharing
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Bring Data In

Ingest feeds, code-free
Configure third-party feeds in CSV or 
STIX 2.x formats in less than a minute 

Customize each new data source, 
with advanced identification, 
extraction, and feed details

Add and edit data in bulk
Process and submit hundreds of 
thousands of indicators via UI or API

Flexible bulk analysis with IOC 
filtering, file uploads, expanded CIDR 
ranges, and parsing exclusions

Retain indicator context with risk 
scores, user comments, ports, 
technologies, tactics, and more

Contribute new threats and 
associated aliases on demand



6

Track and Manage Indicators Reduce false positives
Automated and manual risk scoring and 
retiring to help prioritize real threats

Automated enrichment and scanning in 
a single click

Edit thousands of indicators at a time

Pulsedive collects

 · Risk scores and risk factors
 · Registration timestamps
 · WHOIS registration info
 · Location
 · DNS records
 · Ports and protocols 
 · Query strings
 · HTTP headers
 · SSL certificate info
 · Redirects
 · Cookies
 · Meta tags
 · Web technologies
 · File names and file types
 · Screenshots
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Investigate threat infrastructure
 · Manually and automatically link IOCs to threats
 · Build a comprehensive summary of threat activity, tactics, techniques, screenshots
 · Manage and merge threat aliases from different data sources under a single profile
 · Stay on top of the latest news and add your own references

Research Threats
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Investigate deeper 
and wider
Search IOCs and threats by 
almost any data point

Dynamic querying using 
boolean logic and wildcards

Use real-time autocomplete 
suggestions to enhance 
your search

Quickly preview and pivot 
IOCs and threats without 
leaving your search

Export results in CSV, JSON, 
or STIX 2.1 format

Update, retire, and activate 
IOCs in bulk

Query Across Your Dataset



9

Bulk Export
CSV format and STIX 2.1 
export via TAXII 2.1 supported 

Integrate with SIEM, SOAR 
and other technologies

Alert, detect, and block

Get Data Out

See our complete integration list at: pulsedive.com/integrations

Pulsedive’s native data integration and sharing services are included 
with no limits at no additional cost with an Enterprise license, making 
it simpler than ever to put your threat intelligence to work.

API
JSON and STIX 2.1 formats supported

Automate real-time enrichment

Pull threat data and news

Automate custom reports with 
Explore queries
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Customize It

With Rules, track what 
you need, how you want
Create custom attribute types, 
with regex validation

Set custom aging rules for 
retiring indicators

Modify STIX input mapping

Create new threat categories
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Function Details

Deployment Cloud

Indicator management Support for IPv4, IPv6, URL, domain, MD5, SHA-1, SHA-256
Capabilities include: bulk or single record editing, commenting, risk adjustment, retiring, association with threats, tactics, technologies, and more

Enrichment Passive and active scanning

Indicator normalization 
and de-duplication

Indicators have 1 dedicated page with normalized and structured data
Data includes: screenshots, risk score & factors, registration data, threats, tactics, techniques, ports, protocols, WHOIS, location data, web technologies, 
DNS records, query strings, HTTP headers, SSL certificate metadata, cookies, meta tags, mail servers, redirects, related domains and URLs

Threat management Add Threats and aliases; data includes: summary, description, references, news, comments, shared attributes, tactics & techniques, linked indicators

Pre-configured feeds 5-20 available out-of-the-box, can be adjusted during POC

News tracking RSS feeds and industry blogs, MITRE ATT&CK references, Twitter, Reddit

Search/querying Explore enables searching across indicator and threat datasets with boolean logic and wildcards; available via GUI and API

Dashboard Upcoming events and CFP schedule; community stream of news and trends; recent user submissions

Importing data Unlimited; Feed Wizard supports CSV and STIX 2.x formats; API bulk submit via JSON; bulk and individual submissions via GUI

Source feed management Set individual source feed risk scores, associated threats, enrichment type, ingestion schedule, publisher data, and more

Configuration rules Create custom aging rules, STIX input mapping, threat categories, and attribute types with regex validation

Exporting Unlimited;  configurable CSV and STIX 2.x format; API queries

User roles Unlimited admin, engineer, analyst seats

User access IP range allow-listing

SIEM, SOAR integrations Unlimited integrations may be added – Pulsedive supports many pre-built and any new custom integrations

Price $80K/year, multi-year discounts available
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Procurement Process
The Pulsedive Enterprise TIP procurement and onboarding process is transparent, straightforward, and fast. 

Intro
Align on requirements 

and timeline

Share product resources

Determine key contacts, 
including TIP admin

Interested?

POC
2-4 weeks free, with 

access to full product

2 optional support 
meetings

Dedicated, private Slack 
support channel

Purchase
Multi-year discounts 

available 

Complete customer 
procurement process

Purchase order and 
invoice 

Onboarding
Your POC instance rolls 
right into production, 
no re-administration 

needed

2 optional onboarding 
meetings 

Continuous support via 
email and Slack



Get In Touch

pulsedive.com
sales@pulsedive.com

https://join.slack.com/t/pulsedive/shared_invite/enQtMzI3NDQyMjEzMTY4LTBhNmE1NWIyMjdhNjVkYTc5OWMxZGExNWM3OWIxYzYyZGNlMGMwODBjNTZlNjc0M2RhOGQ3MjQwYjQ1Nzk3ZGE
https://twitter.com/pulsedive
https://www.linkedin.com/company/pulsedive/

