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INtRoduCtIoN

Cyber threat intelligence (CTI) is a growing space, with an industry-wide consensus 
that teams cannot effectively operate in an intelligence silo. In support of improved 
CTI sharing, stakeholders have invested in research and development efforts around 
cross-boundary collaboration, technical standardization, managing trust, and 
reporting best practices. 

Yet, there’s a lack of clarity around how professionals can most effectively network 
today. To date, the conventional wisdom amongst practitioners is that CTI networking 
is achieved through trial & error and on an individual basis. So, we reached out 
directly to practitioners to capture their CTI networking experiences.

Objective. Benchmark CTI networking practices, results, and attitudes to provide 
data-driven insights around:

 � How different methods stack up

 � How and why individuals participate

 � The role organizations play

This research serves as a starting point for more informed discussions around CTI 
networking. Our goal in openly sharing this knowledge is to encourage intentional, 
inclusive, and strategic approaches in the community. The questions we answer 
address lively debates currently only supported by anecdotal evidence, like:

 � How do old-fashioned 1-to-1 DMs compare to invite-only Discords, paid industry 
memberships, and Twitter? 

 � What methods helped detect an attack or contributed to remediation?

 � What’s more valuable - raw data or finished intelligence? To whom? By Grace Chi
With the support of Pulsedive 
and the CTI community

Who is this report intended for?

 � Management responsible for security 
program strategy to gain awareness 
on best practices, areas of friction, 
and organizational challenges 

 � Current CTI practitioners looking to 
optimize their networking efforts and 
understand peer experiences

 � Security and intelligence professionals  
in related fields seeking to expand 
their involvement in CTI

 � Professionals entering or pivoting 
into CTI careers, to demystify what it 
means and how to participate
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exeCutIve SummARy

CTI networking is an asset, not an afterthought. 

Today, CTI networking is widely encouraged and perceived as highly valuable. However, 
given the relative newness and growth of the field, the top CTI networks today are 
grassroots, free to join, and ad-hoc. 

This matches the spirit of the cybersecurity community and confirms what most 
practitioners already suspected. However, they also result in significant manual efforts and 
noisiness that takes up practitioners’ most precious resource (time) and potential conflicts 
with organizational policies (TLP, NDAs, legal liability). 

Key FINdINGS
 � Crowd favorites take the cake. 1-to-1 Direct Messages and Peer-to-Peer Trust Groups 

win out – by far – as the favored methods, ranked across all levels of participation, 
perceived quality, and observed results.

 � Social clinches third. Social Media and Public Forums, while controversial, should not 
be overlooked. Social Media outperformed on results compared to perceived quality.

 � Data? Information? Intel? All of the above. Key advantages include access to and 
awareness of actionable, timely content across the entire data-information-intelligence 
spectrum. What kind of content is most valuable depends on whom you ask.

 � Not a matter of if you should, but how. There is a high level of value and 
encouragement placed on CTI networking... at an individual level.

 � For now, it’s on you. While organizations understand the value of intelligence sharing, 
structures and incentives are lacking around CTI networking. It’s time to acknowledge 
its role and the value it already brings in security programs.

[CTI Networking] is an 
untapped area for a lot of 
organizations... they are still 
very siloed when it comes to 
intelligence sharing.”

“

We are currently [CTI 
networking] on an ad-hoc 
approach... Would like to have 
this as part of our long-term 
strategy to mature our CTI 
processes as a whole...”

[W]orking in the CTI space, 
having the support of 
leadership to reach out 
to other organizations or 
individuals in my network or 
another’s network would have 
been the best thing possible.”

Anonymous respondent outlooks on 
the state of CTI networking

“

“
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metHodoloGy

In order to understand the current state of CTI networking, we reached out directly to 
CTI professionals to share their experiences with us. 

Quantitative data was collected through a Google Forms survey. Qualitative 
data was gathered in open-ended survey questions, as well as 1-on-1 interviews 
conducted via chat messages, phone calls, and video calls.

The survey contained ~75 questions and four open-ended prompts, and required no 
PII to submit a response. The link was distributed both publicly and privately through: 

 � Public social media posts

 � Direct messages and emails

 � Industry and peer-to-peer trust groups

 � Newsletters

Number of quantitative respondents: 134
Number of qualitative respondents: ~120
Responses collected: November 10 – December 20, 2021

Additional analysis in this report includes segmentation by: 

 � Organization size

 � Organization type

 � Primary job function (CTI or other)

 � Years of total work experience

 � Years of CTI-related work experience

Disclaimer

 � The respondents represent a small fraction of 
the industry. As such, results are meant to be 
recognized as an initial look at CTI networking, 
not a comprehensive study. 

 � By the nature of survey distribution through 
networking channels without compensation, 
respondents are biased towards general 
networking participation.
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PRImARy JoB FuNCtIoN

Total

Cyber Threat Intelligence

Security Operations

Incident Response

Executive Leadership

Threat Hunting

Other Intelligence & Research

Security Engineering

Red Team (Offensive Security)

DevSecOps

Governance, Risk, and Compliance (GRC)

Security Product Design

Application Security

Cyber Threat 
Intelligence

52.2%

Other

47.8%

Security Operations (15%)

Incident Response (11.2%)

Executive Leadership (7.5%)

Threat Hunting (3.7%)

Other Intelligence & Research (3.7%)

Security Engineering (1.5%)

Offensive Security (1.5%)

DevSecOps (1.5%)

GRC (0.8%), Product (0.8%), AppSec (0.8%)

7

‘Cyber Threat Intelligence’ was the primary job function for over half of respondents, 
with an assortment of related roles making up the other half.



Count of Years of CTI-Related Experience

0 (none)

1-5

5-10

10-15

15+

WoRK exPeRIeNCe

Count of Total Years of Work Experience

1-5

5-10

10-15

15+

While the years of total work experience were evenly represented, over half of respondents 
reported less than five years of CTI-related experience. This is consistent with the relative recency 

and growth of the field, drawing experienced talent from career pivots and specialization.

15+
31.3%

1-5
22.4%

5-10
23.1%

10-15
23.1%

yeARS oF totAl 
WoRK exPeRIeNCe

yeARS oF CtI-RelAted 
WoRK exPeRIeNCe

1-5
53.7%5-10

26.9%

10-15
12.7%

15+ (3.7%) 0 (3%)

8



emPloyeR oRGANIZAtIoN
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00
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emPloyeR tyPe
emPloyeR SIZe
(# of employees)

For-Profit 
Cybersecurity Provider

(e.g., Vendor or Professional Services)

46.3%

For-Profit 
Company, In-House 

Security Team
41.0%

Government (6.7%)

Non-Profit (4.5%)

CTI Sharing Organization (0.8%)

For-Profit, No Security (0.8%)

1-100
26.1%

101-1,000
20.2%

1,001-
10,000
21.6%

10,001-
100,000
20.1%

100,001+
11.2%

The vast majority of respondents were employed by for-profit organizations, either at an 
in-house cybersecurity team or for a cybersecurity provider (including vendor, professional 

services, and consulting). Organizations of all sizes are represented.
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GeoGRAPHIC ReGIoNS

68.7%
17.2%

6.0%

2.2%

0.8%

0.8%

ReGIoN WHeRe 
ReSPoNdeNt IS BASed

North America

Europe

Asia

Middle East

South America

Oceania

Africa

83.6%

64.2%

48.5%

39.6%

39.6%

35.8%

31.3%

ReGIoN(S) oF oPeRAtIoN
(select all that apply)

Respondents were heavily 
skewed towards North 
America, making up over two-
thirds of all respondents.

However, respondents 
operated in multiple regions.

Half of the respondents 
reported working in at least 
three regions, and a quarter 
reported operating in all seven 
regions listed.

4.5%
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1-to-1 & trust Groups Reign Supreme (By Far)

There are no shortcuts to the strongest networks.

The level of participation, perception of quality, and real-world results were consistently leading for both 1-to-1 
Direct Messages and Peer-to-Peer Trust Groups. This dominance was observed across all experience levels, 
organization sizes, and primary job functions. In qualitative interviews, many respondents noted reliance on 

Trust Groups in particular, and enthusiasm for establishing more Trust communities.

As private channels that highlight the difficulty in scaling trust, both are heavily based on personal reputation 
and reciprocated contributions. 

12

1-to-1 

100% of respondents working in 100,001+ 
employee organizations reported regularly 
using 1-to-1 Direct Messages.

Professionals with 10+ years of experience 
rated 1-to-1 higher on all fronts than 
those with <10 years of experience (a 46% 
difference).

Trust Groups ranked high across all quality 
metrics, except uniqueness. 

CTI professionals and those with 10+ years of 
experience were likely to rate Trust Groups 
more positively in all dimensions. This brings 
to light how more senior and specialized 
practitioners have both the access and ability to 
leverage these communities. 

I have found that 
collaboration platforms such 
as Slack or Discord are the 
best to share IOCs and TTPs 
that can have an immediate 
impact on investigation and 
threat hunts.”

“
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don’t underestimate Social media

Noisy? Chaotic? Yes. But it remains popular for a reason.

While Social Media & Public Forums fell short across multiple dimensions of quality, they ultimately 
outperformed when assessing impact. 

Respondents shared anecdotes about the strength of channels like Twitter, Reddit, and LinkedIn 
for discovery - including meeting strangers around shared research topics or being contacted 
for their niche expertise. In addition to short-term projects, these connections led to deeper 

relationships outside of social.

Most respondents found Social Media 
highly valuable and the most timely, 
while simultaneously ranking the 
lowest in confidence.

Interesting note: a single CTI 
professional commented in interviews 
that Social Media offered the highest 
confidence and quality data.

Being linked with [research] in the past, an individual... reached out via social media and 
notified me of an additional set of [malicious research findings] that were still active... I 
was able to help escalate that internally... and get them taken down within 24 hours.” 

Met a random guy on Twitter that was doing some CTI work on a similar data set that I 
was working on. I asked him questions around the dataset and how he was parsing the 
data... I made improvements... we both ended up with the data we needed to provide 
to our CTI teams.”

“

“



Paid memberships Skew towards Bigger organizations

Factoring in budget, resources, and 
sector CTI maturity.

Unsurprisingly, the larger the employer, the more 
likely respondents were to participate in Paid 
Membership Groups. 

In interviews, paid members expressed interest 
in more engagement from CTI vendors. Yet, 
only a quarter of CTI vendors reported regularly 
engaging in these groups today.

100%

50%

0%

1-
100

101-
1,000

1,001-
10,000

10,001-
100,000 100,001+ All

25.7% 25.9%

55.2% 57.1% 60.0%

42.5%

PARtICIPAtIoN By oRGANIZAtIoN SIZe
% Sometimes or Frequently

[ISACs] provide instant access to a trusted community 
and platform for sharing that is relevant to your industry.”“

14

Employees



events & volunteering Are valuable, For different Reasons

Gaining exposure for future CTI networking.

Industry Events and Volunteer Groups & Coalitions were disproportionately 
ranked “valuable” compared to other quality metrics like “confidence,” 
“uniqueness,” and “timeliness,” and generally low scoring on results.

Given the discrepancy, these methods can be viewed as offering value for 
other reasons, or as networking ‘enablers’ that play an adjacent role.

CTI networking events are my go to means to stay 
informed on the threat landscape from a regional 
perspective... the maturity of CTI is relatively low 
outside the US and CTI networking with like minded 
individuals helps bridge the gap.”

“

15

Industry Events scored the lowest on being “actionable” at 3%. This 
was the lowest score across all channels and dimensions of quality.

This corresponded closely with result rankings, reflecting the nature 
and content of events. Respondents scored events as the lowest 
across measures of detecting/preventing an attack, help during, and 
contribution to remediation/post-incident analysis. 
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dAtA deeP dIve

Peer-to-Peer Trust Groups 53.0% 30.6%

1-to-1 Direct Messages (1-to-1) 48.5% 34.3%

Volunteer Groups & Coalitions 18.7% 32.1%

Participation
Trust Groups, Social Media, and 1-to-
1 have the most participation across 
the seven methods presented. The top 
methods showcase an interesting spread: 
from the most accessible and public, to 
harder-to-access private groups, to the 
most exclusive (and manual) form of 1-on-
1 networking.

Free & Free-Form

Staying active in these three free methods 
is mostly ad hoc, based on individual 
contributions and relationships, versus 
organizational and institutional ties.

Frequently Sometimes

WHAt KINdS oF CtI NetWoRKING do you PARtICIPAte IN?

Social Media & Public Forums 51.5% 32.1%

Industry Events 21.6% 41.8%

Paid Membership Groups 22.4% 20.1%

Dark Web 15.7% 17.2%

16
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valuable?

Peer-to-Peer Trust Groups

1-to-1 Direct Messages

Social Media & Public Forums

High Confidence?

Peer-to-Peer Trust Groups

1-to-1 Direct Messages

Paid Membership Groups

timely?

Social Media & Public Forums

Peer-to-Peer Trust Groups

1-to-1 Direct Messages

Actionable?

Peer-to-Peer Trust Groups

1-to-1 Direct Messages

Social Media & Public Forums

unique?

Peer-to-Peer Trust Groups

1-to-1 Direct Messages

Dark Web

Combined Quality Ranking

1-to-1 Direct Messages

Peer-to-Peer Trust Groups

Paid Membership Groups

17

WHAt metHodS ARe...

Quality
1-to-1 and Trust Groups made top three 
across all factors for perceived quality.

Social Media ranked first in “timeliness,” 
third in “value,” and third in “actionable,” 
while Dark Web ranked second 
“uniqueness.”

However, when combining all votes of 
quality, Paid Membership Groups ranked 
third overall.
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Social Media & Public Forums

Results
1-to-1, Trust Groups, and Social Media 
consistently beat out other methods 
when assessing which methods played a 
role before, during, and post attacks.

An Indicator of Impact

While these results aren’t the only 
benefits of CTI networking, they can 
indicate real-world, on-the-job impact.

Helped detect or prevent an attack?

Peer-to-Peer Trust Groups

1-to-1 Direct Messages

Social Media & Public Forums

Provided value during an attack?

Peer-to-Peer Trust Groups

1-to-1 Direct Messages

Social Media & Public Forums

Contributed to remediation or post-incident analysis?

Peer-to-Peer Trust Groups

1-to-1 Direct Messages

Social Media & Public Forums

WHAt metHodS...

Combined Results Ranking

Peer-to-Peer Trust Groups

1-to-1 Direct Messages

18
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Comparison
The charts along the right showcase levels 
of respondent participation, perceived 
value, and results of each method.

1-to-1 and Trust Groups Win Out

1-to-1 Direct Messages and Peer-to-Peer 
Trust Groups were consistently high-
scoring across all three measures.

Don’t Underestimate Social

While perceptions of Social Media & Public 
Forums were lower on key factors like 
confidence, actionability, and uniqueness 
of data, it made an outsize impact on 
results compared to other methods.

Frequently

Sometimes

Rarely

Never

Valuable

High Confidence

Timely

Actionable

Unique

Helped detect/
prevent attack

Provided value 
during attack

Contributed to 
remediation or 
post-incident 
analysis

Shared 
resources for a 
problem that I/
the team could 
not address 
alone
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CtI Networking offers Key Advantages

87%
Get valuable 
threat data

85%
Stay aware of what’s 

happening strategically

84%
Take proactive 

measures

81%
Find, vet, or understand 
new sources & methods

“Networking in CtI helped me...”
(Agree & Strongly Agree)

Sources for action and awareness.

Respondents reported high levels of agreement in ingesting and acting on 
various types of CTI content. Statements regarding working with others (50%) 

and feeling less siloed (65%) had moderate levels of agreement, demonstrating 
the success found from actionable and timely networking.

There have... been multiple times 
where simply understanding the 
scope of some activity, quickly 
and via the input from trusted 
individuals, has directly led 
to detecting and mitigating 
malicious activity.”

“ [Building] a bigger picture due to 
multiple vantage points of threat actors... 
We’ve been able to confirm overlap [with 
trusted CTI parties] and assess their 
collection and analysis methodologies 
that matched ours and use that to build 
a more complete picture.“

“During the [redacted APT] breach... We didn’t realize it 
was [redacted APT] until [reaching out to Trust Groups] 
helped connect the dots for us. That made a MAJOR 
change in the investigation and helped kick our IR into 
gear... the event was over 3,000 human work hours. 
Much of what we did for remediation was based on 
what we learned in speaking to others.”

“

21
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6. Emotional Support

5. Technical Support

What’s valued most differs By Job Function

All ranges of the 
data-info-intel 
spectrum ended up 
on top. 

Which level? That depends 
on who you ask. 

Raw data was particularly 
controversial: #1 for 
Incident Response and #6 
for Security Operations. 
Unsurprisingly, Executive 
Leadership most preferred 
Processed Intelligence 
and Contextualized 
Information.

4. Others’ Advice & Opinions

WHAt’S PRovIded tHe moSt vAlue?
(All)

3. Raw Data

2. Processed Intelligence

1. Contextualized Information

6. Emotional 
Support

4. Technical 
Support

3. Others’ Advice 
& Opinions

2. Processed 
Intelligence

5. Emotional 
Support

2. Technical 
Support

4. Others’ Advice 
& Opinions

6. Raw Data

2. Processed 
Intelligence

1. Contextualized 
Information

INCIdeNt 
ReSPoNSe

SeCuRIty 
oPeRAtIoNS

1. Raw Data

Those with both the least (<5) and most (15+) 
years of experience valued the advice of others 
more highly, reflecting different reasons between 
starting off and relying on a trusted network.

As years of direct CTI 
experience increase, the value 
of contextualized information 
correspondingly increases.

The smaller the organization, the more value 
is placed on raw data. 

The larger the organization, the more value 
is placed on the advice & opinions of others.

4. Contextualized 
Information

22

5. Raw Data

4. Others’ Advice 
& Opinions

4. Emotional 
Support

6. Technical 
Support

2. Contextualized 
Information

1. Processed 
Intelligence

exeCutIve 
leAdeRSHIP
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Highly Recommended For All levels

91%
agreement

93%
agreement by respondents 

with 10+ years of total 
experience and with 5+ years 

of CTI related experience

“CtI NetWoRKING IS 
ImPoRtANt FoR teAm 

memBeRS At All levelS”

The survey’s strongest consensus.

Out of all questions asked, this statement had the highest 
level of agreement (only 2% disagreed). This tied to an 
unexpected challenge revealed in qualitative responses. 

A handful noted their biggest barrier was related to 
personal fear: impostor syndrome, feeling too new or 
unknowledgeable, or not being able to contribute ‘more.’

Meanwhile, about 50% of those who shared advice directly 
addressed this by encouraging others to participate, share 
what they can, and not be hampered by personal fears. 

The following page summarizes themes of key advice: be 
active, trustworthy, careful, and strategic.

Do not be afraid to bring new ideas to the table. I think we are 
afraid of being wrong or looking incompetent. Discussing new 
ideas, brainstorming, and sharing only makes us stronger.”

“

23



“Start small” “Share what you can” 
“Have both human (coffee, calls) and automated (IOC sharing) interactions”
“Don’t let impostor syndrome stop you from engaging”
“Get involved in a good community”
“Find and follow on social media those interested/working in your target areas”

“Be active, develop trust” “Don’t burn trust. Ever.” 
“Get into top circles by contributing your own intel, don’t just regurgitate”
“Make sure your critical thinking and conclusions are based on sound principles!!!!”
“Provide value with a niche you’re experienced in”
“Hold yourself to the highest professional standards” 

“Understand what your organization needs.”
“Be clear on use cases and intelligence requirements” 
“Have a collection plan that includes sharing” 
“Operationalize your efforts - data on the floor is useless”
“Trust, but verify” “Ensure who you network with is vetted”
“Be skeptical with data shared, but also be generous to those that share as it can 
take quite a bit of courage and can often be novel”
“Select trust groups based on impact” 
“If you’re struggling to find value early, move on”

PARTICIPATE

BUILD TRUST

AND ALWAYS 
STAY CAREFUL 
AND STRATEGIC

24

AdvICe By ANd FoR tHe CtI CommuNIty
“What advice would you share with others?” (Edited for grammar and clarity)
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WHAt ARe tHe ReSultS oF youR NetWoRKING eFFoRtS?

Networking in CTI has helped me...

2Stay aware of what’s happening strategically 50.8% 34.3%

Strongly Agree Agree

Take proactive measures

Get valuable threat data

Implement and operationalize technologies

Find, vet, or understand new sources and methods

Feel less like a silo

Work with others on active projects on a day-to-day basis

Conduct processing and analysis during an investigation

3 35.8% 47.8%

1 38.1% 48.5%

7 19.4% 38.1%

4 35.1% 46.3%

6 27.6% 37.3%

8 15.7% 34.3%

5 25.4% 43.3%
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HoW oFteN do you PARtICIPAte IN tHe FolloWING?

1Create and follow discussion channels

2Post questions and new information

3Collaboratively develop or peer review reports/intelligence

4Join scheduled meetings

5Automate shared enrichment/analysis

6Create frameworks and processes

7Develop mailers, distribution lists

32.1% 41.8%

26.9% 39.6%

35.1% 31.3%

36.6% 29.1%

31.3% 26.9%

Frequently Sometimes

23.9% 30.6%

14.9%

4.5%

Both respondent groups that had CTI as 
their primary job function and those with 10+ 
years of experience were more likely to create 
frameworks and participate in peer reviews.
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1. Contextualized Information

WHAt HAS PRovIded you tHe 
moSt vAlue?

27

6. Emotional Support

5. Technical Support5. Technical Support

4. Others’ Advice & Opinions4. Others’ Advice & Opinions

3. Raw Data

2. Processed Intelligence

1. Contextualized Information

3. Raw Data

2. Processed Intelligence

1. Contextualized Information

INCIdeNt 
ReSPoNSe

SeCuRIty 
oPeRAtIoNS

6. Emotional Support

4. Contextualized Information

3. Others’ Advice & Opinions

1. Raw Data

2. Processed Intelligence

4. Technical Support

5. Emotional Support

2. Technical Support

4. Others’ Advice & Opinions

6. Raw Data

2. Processed Intelligence

1. Contextualized Information

4. Emotional Support

6. Technical Support

3. Others’ Advice & Opinions

5. Raw Data

1. Processed Intelligence

2. Contextualized Information

exeCutIve 
leAdeRSHIP

The ranking above shows the combined average 
of all respondents. This rank holds true for those 
with CTI as their primary job function.

The right showcases interesting differences in 
rankings, observed with other job functions and 
years of total work experience.

1-5 yeARS 
exPeRIeNCe

15+ yeARS 
exPeRIeNCe

6. Emotional Support

4. Technical Support

2. Others’ Advice & Opinions

3. Raw Data

5. Processed Intelligence

2. Contextualized Information

6. Emotional Support

5. Technical Support

3. Others’ Advice & Opinions

4. Raw Data

1. Processed Intelligence
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It is easy to build valuable relationships

CTI networking is essential for doing my job

I build up my networking reputation to be a high 
performing CTI professional

It is important for me to personally know who I am 
networking with (e.g., PII)

I would like to network with others that have similar 
threat landscapes or operate in the same industry

Adversaries are better at sharing information and 
intelligence than we are

Strongly AgreeNeutralStrongly DisagreeoPINIoNS

CTI networking is important for CTI team members 
at all levels

Participation in many groups is a distraction

Qualitative responses validated a 
strong, unfulfilled desire to network 
with more peers in the same industry, 
region, and areas of specialization.

No respondents “strongly disagreed” and very few 
“disagreed” that CTI networking was important for team 
members of all levels, highlighting a shared belief that all 
CTI roles have perceived benefits from networking.
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most Respondents Are (very) Happy

Very Unsatisfied 
& Unsatisfied

Satisfied 
& Highly Satisfied

8.9% 20.0% 71.1%

NeutralJob satisfaction was 
consistently high across 
all demographics.

100%

50%

0%

1-
100

101-
1,000

1,001-
10,000

10,001-
100,000 100,001+ All

Respondents at the 
smallest and largest 
organizations were 
most likely to rate 
themselves satisfied or 
highly satisfied.

Those at organizations 
with 10K-100K 
employees were the 
least likely to rate 
themselves satisfied.

85.7%

70.4% 69.0%

53.6%

73.3% 71.1%

SAtISFACtIoN By oRGANIZAtIoN SIZe
% Rating Satisfied & Highly Satisfied
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Employees



When Individual enthusiasm meets Blockers

86%
Spend at least an 
hour every week 

networking

61%
Have some or 

highly standardized 
processes

25%
Measure or report 
on effectiveness of 

efforts

No Time 

Noisiness

Legal Liability, Confidentiality

Sharing Restrictions

toP CHAlleNGeS
Respondents dedicate time each week to CTI networking, 
and over half had at least some standards in place for what 
is collected. Despite this, only a quarter of respondents 
actually measure or report on the effectiveness of their 
efforts, and 64% stated that the biggest challenge they faced 
was having no time. Two other top challenges addressed 
externally imposed limitations to sharing.

31

Time. I wish I had more of it during the workday to focus on networking.”

Fear. Fear of sharing, fear of legal/administrative retribution from the 
organization you support.”

Legal restrictions or legal being slow to allow sharing and completely 
watering down what is shared.”

“
“
“



there’s Room for development at organizational levels

StRoNGly 
AGRee

StRoNGly 
dISAGRee

oRGANIZAtIoNAl

PeRSoNAl
I encourage those who report to me to participate

CTI networking is well-defined and structured in my area of work

CTI networking is a part of my time and job responsibilities

I am rewarded for participating in CTI networking

CTI networking is essential for doing my job

For now, it’s on the individual.

Given the direct impact on security posture and programs resulting from individual 
CTI networking participation, this is a key area for organizational development. 

Organizational maturity, strategic, and operational planning would benefit from 1) 
acknowledging the role that CTI networking is already playing and 2) incorporating 

efforts within the program. From there, organizations can create structure, help 
remove barriers (within reason), and duly reward efforts.

It is easy to get new CTI networking methods approved

32

CTI networking directly 
supports items like 
information sharing and 
strategic awareness found 
in cybersecurity maturity 
assessment models. 

Yet, there is a significant 
contrast between 
highly positive 
individual and more 
neutral organizational 
sentiments around CTI 
networking. 
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Total

Yes, highly standardized

processes with best

practices Yes, I f
ollow some

processes Maybe / it
 depends

No, m
ostly informal with

some guidelines

Count

<1
1-5

5-10
10-20

20-30
30+

<1
14.1%

1-5
43.0%

5-10
25.9%

10-20
8.9%

20-30 (1.5%)

30+ (6.7%)

tIme PARtICIPAtING IN CtI NetWoRKING
(hours spent per week)

do you HAve FoRmAlIZed 
oR StANdARdIZed WAyS to 

mANAGe WHAt you ColleCt?

time Is of the essence
Overall, respondents were most likely to 
spend at least 1-5 hours networking per 
week. 

Respondents outside of North America 
spent the least amount of time networking 
(24% chose “less than 1 hour”).

The More CTI, The More Structure

Respondents with CTI as their primary 
job function were more likely to have 
highly standardized processes (31%) and 
measure effectiveness (30%).

Similarly, respondents with >5 years 
in CTI related work revealed similar 
increases in the likelihood of having 
highly standardized processes (42%) and 
measuring effectiveness (33%).

Yes, highly 
standardized

26.0%

Yes, some 
processes
34.7%

Maybe / 
depends
16.5%

No, no 
standards exist 

8.7%

No, mostly 
informal
14.2%

do you meASuRe 
eFFeCtIveNeSS?

Total

Yes Maybe No
Unknown

Yes
25.4%

Maybe
15.7%

No
50.0%

Unknown
8.9%

33
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different Blockers
Lack of budget and skills are common 
challenges impacting security and CTI 
teams. 

However, for CTI networking, which is 
primarily seen as an individual undertaking, 
those specific issues fell lower in the ranks. 
Instead, lack of time, noisiness, and sharing 
restrictions/policies took the top ranks.

(SANS Institute, 2021 CTI Survey)

No Time

A lot of impact Some impact

WHICH CHAlleNGeS ImPACt youR CtI NetWoRKING?

Noisiness

Legal Liability, Confidentiality

Sharing Restrictions

Lack of In-House Skills

Lack of Trust

No Budget

Competitive Advantage

Lack of Leadership Buy-In

Retaliation

27.6% 36.6%

17.9% 41.8%

29.9% 27.6%

19.4% 38.1%

17.9% 31.3%

17.9% 28.4%

17.9% 26.9%

15.7% 26.9%

21.6% 20.1%

9%

5%
34

There was no shortage of open-
ended responses validating lack of 
time as a leading obstacle



35

dAtA deeP dIve
Total

No

Unsure

Yes

Prefer not to answer

N/A

My leadership is aware of the extent of my CTI networking

I encourage those who report to me to participate

CTI networking is a part of my time and job responsibilities

It is easy to get new CTI networking methods approved

I am rewarded for participating in CTI networking

CTI networking is well-defined and structured in my area of work

Strongly AgreeNeutralStrongly DisagreeoRGANIZAtIoNAl CultuRe

CTI networking is perceived by 
individuals as an important part of 
working in CTI, but involves fewer 
processes, measurements, and 
rewards when viewed from an 
organizational lens.

Respondents working at security 
vendors/ providers had similar levels of 
agreement on individual statements, 
but were moderately more likely than 
in-house security teams to agree to 
organizational statements: 

 � 9% more in being rewarded
 � 12% more in being well-defined
 � 17% more in new method approvals

do you BReAK oRGANIZAtIoNAl 
PolICy duRING CtI NetWoRKING?

Prefer Not 
To Answer

17.9%

No
50.0%

Unsure
14.9%

Yes
10.5%

N/A (6.7%)
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Where do we go from here?
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CoNCluSIoN

The end of the beginning.

This research served as a starting look into 
the nebulous, even secretive, world of CTI 
networking and its impact. 

The results shared 1) how different methods 
stack up, 2) how and why individuals participate, 
and 3) the role organizations play in CTI 
networking. 

While the survey had significant limitations 
(small sample size, over-representation of North 
American and for-profit CTI respondents), the 
findings validated industry “hunches” with data.  

What we found is that while CTI networking 
participation is deemed beneficial to 
professionals of all levels and relevant roles, it is 
contained to individual efforts and treated as an 
afterthought in the organization. 

With this initial benchmark of current behaviors, 
opinions, and results, we hope to push the 
field towards more effective, inclusive, and 
strategic CTI networking efforts – both to help 
practitioners achieve greater success and for 
organizational decision-makers to best leverage 
its value in developing security programs.

Areas for Further Research

lARGeR SuRvey
Gather a significantly larger respondent set with 
improved representation from diverse employer 
types and international regions.

IN- ANd ex-CluSIoNARy CultuRe
Explore the impact of biases, groupthink, and 
other prejudices that hinder networks and create 
barriers to representation.

GuIdANCe By CAReeR levelS
Dig deeper into how individuals in entry, mid, and 
senior stages in their CTI career can participate in 
and leverage networking.

ComPANy CASe StudIeS
Research “success stories” of specific 
organizational strategies tying CTI networking to 
security program maturity.

37

INteReSted IN PARtICIPAtING IN FutuRe ReSeARCH?

Contact Grace Chi at grace@pulsedive.com
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SuRvey QueStIoNS: demoGRAPHICS

Survey Form
All respondents filled out an 
online Google Forms survey 
between November 10 and 
December 20, 2021. PII was not 
required to submit responses.

The form consisted of 7 parts:
 � Introduction (pictured above) 
 � Demographics
 � Methods
 � Behaviors
 � Opinions & Attitudes
 � Open-Ended Questions
 � Submit
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SuRvey QueStIoNS: metHodS
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SuRvey QueStIoNS: BeHAvIoRS
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SuRvey QueStIoNS: oPINIoNS & AttItudeS
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oPINIoNS & AttItudeS, CoN’t. SuRvey QueStIoNS: oPeN-eNded

Form Submission
Respondents could opt into being 
contacted for further research or 
to receive a copy of the results.

No responses were collected until 
respondents hit submit on the 
final page.
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